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THE RISK OF LOSING MILITARY TECHNOLOGY SUPERI-
ORITY AND ITS IMPLICATIONS FOR U.S. POLICY,
STRATEGY, AND POSTURE IN THE ASIA-PACIFIC

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,
Washington, DC, Wednesday, April 15, 2015.

The committee met, pursuant to call, at 10:03 a.m., in room
2118, Rayburn House Office Building, Hon. William M. “Mac”
Thornberry (chairman of the committee) presiding.

OPENING STATEMENT OF HON. WILLIAM M. “MAC” THORN-
BERRY, A REPRESENTATIVE FROM TEXAS, CHAIRMAN, COM-
MITTEE ON ARMED SERVICES

The CHAIRMAN. The committee will come to order. Let me thank
our members, witnesses, and guests for being here today.

Before we start on the topic of today’s hearing, let me just take
a moment to welcome formally the newest member of the House
Armed Services Committee. Steve Russell represents Oklahoma’s
Fifth District. A retired lieutenant colonel in the Army, Steve has
deployed to Kosovo, Kuwait, Afghanistan, and commanded the 1st
Battalion’s 22nd Infantry in Tikrit. His unit played a key role in
the capture of Saddam Hussein. So he has already, in our briefings
and so forth, made an important contribution to the committee. We
are very glad to have Steve join our numbers.

Today, we hold a hearing on the risk of losing military techno-
logical superiority and its implications for U.S. policy, strategy, and
posture in the Asia-Pacific. We probably need to get a little better
about succinct titles for our hearings, but it does bring together a
lot of what we have been examining over the past couple, 3
months.

And I appreciate the senior-level attention within the Depart-
ment on the Asia-Pacific region, as well as technological superi-
ority. I realize that there are a number of serious security issues
around the world all happening at the same time, the reason that
we have had some people testify that it is unprecedented in our
country’s history to have so many serious security issues all hap-
pening at the same time. But we cannot, either on this committee,
the Department of Defense, or the country in general, cannot allow
limitfed bandwidth to have us ignore what is happening in the Asia-
Pacific.

Among the issues that come to the fore, I think, in the region for
which you all have responsibility is the technological superiority
issue, which has been a key focus of this committee. We have had
Under Secretary Kendall, for example, testify about our eroding
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technological superiority, especially in light of some of the key in-
vestments that China is making.

It also brings together some individual unconventional warfare
tactics. We focused a lot on what Russia has been doing with little
green men, but it wasn’t that long ago I read a paper about the
three warfares of China, including psychological, media, and legal
warfare. They have their own unconventional tactics.

And of course we have in the region North Korea and its asym-
metric attempts both with its cyber, its missile and nuclear pro-
grams, just to keep everyone off balance.

So this region brings together a lot of what we have talked about
so far this year. And, again, we appreciate everybody being here.

Mr. Smith is not able to be with us this week, but I would yield
to the distinguished gentlelady from California, Ms. Sanchez, in his
place for any comments she would like to make.

STATEMENT OF HON. LORETTA SANCHEZ, A REPRESENTATIVE
FROM CALIFORNIA, COMMITTEE ON ARMED SERVICES

Ms. SANCHEZ. Thank you, Mr. Chairman.

And, again, to our panel, thank you for being before us.

Obviously, the Indo-Asia-Pacific arena is an incredibly important
one to our United States and to security in our world. I am always
a little amused with the fact that everybody talks about pivoting
towards that direction. I am a Californian. We have always been
on the Pacific.

So, to a large extent we have had the opportunity to look across
that Pacific and work with the nations and accept a lot of people
who are originally from those countries to our California. So I
think that we are well-positioned, in particular, as Californians,
with respect to understanding and having ties to those regions.

The collective security of our world is not only one of defense and
high-tech solutions to some of that, but it is also about culture and
the economy. And so I believe that we should continue to work in
the many myriad of ways to—as we look towards that region.
Maintaining a significant U.S. military capability advantage is
clearly a top priority for us from a national security perspective.
And it is entirely appropriate to take a look at the capabilities, es-
pecially with high technology that these countries in that region
are doing.

Again, we should not presuppose, I think, that there is malice in-
volved when somebody is beefing up their military or working to-
wards higher military capabilities. And we shouldn’t, I think, pre-
sume that conflict is inevitable. Rather, we should be geared to-
ward working together in good faith of preservation of our inter-
national order.

And I think that the most significant thing that Congress can do
to help bolster the U.S. military’s technological edge and to help
advance strategic objectives in the Indo-Asia-Pacific region is to
eliminate sequestration. And I am talking not just here in the de-
fense committee, but across the Federal board. As I remember Sec-
retary Gates once said, if we don’t educate our people, if our econ-
omy is not good—and I am paraphrasing, I am not saying di-
rectly—then we don’t have to worry about our military because it
is about our economy and about our people.
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So I am looking forward to hearing the testimony today. And,
Mr. Chairman, I would like to submit Mr. Smith’s statement for
the record. Thank you.

The CHAIRMAN. Thank you. Without objection, it is so ordered.

[The prepared statement of Mr. Smith can be found in the Ap-
pendix on page 41.]

The CHAIRMAN. And without objection, the witnesses’ complete
written statements will be made part of the record.

We are pleased to have with us today the Honorable Christine
Wormuth, Under Secretary of Defense for Policy; Admiral Samuel
Locklear, Commander of U.S. Pacific Command; and General Cur-
tis Scaparrotti, the Commander of U.S. Forces Korea.

Again, thank you all for being with us. As I said, your complete
statements will be made part of the record. And we would appre-
ciate you summarizing in your opening comments before we turn
to questions.

Ms. Wormuth.

STATEMENT OF HON. CHRISTINE WORMUTH, UNDER SECRE-
TARY OF DEFENSE FOR POLICY, U.S. DEPARTMENT OF DE-
FENSE

Secretary WORMUTH. Thank you very much, Chairman Thorn-
berry and distinguished members of the committee, for having us
here today. We are looking forward to the conversation. And I am
sending my best wishes to Ranking Member Smith for a speedy re-
covery. I know he is not enjoying that process.

The CHAIRMAN. Madam, excuse me. Would you mind getting that
microphone right in front of you?

Secretary WORMUTH. Sure. That better?

The CHAIRMAN. That is better. The only way it works is talking
right into it. So thank you.

Secretary WORMUTH. It is a pleasure to be here to talk with you
about certainly a top priority for Secretary Carter and myself,
which is our rebalance to Asia-Pacific.

I am also very pleased to be here alongside Admiral Locklear and
General Scaparrotti. We work closely together on a lot of different
issues. They are doing a tremendous job, and the men and women
who are out there working in Pacific Command and at U.S. Forces
Korea are really the day-to-day face of our rebalance for a lot of
gountries in the region. So we really appreciate the work that they

0.

Both Secretary Carter and I have recently come back from Asia,
different parts of the region, but I think we both heard in a very
resounding way a lot of support from the countries out there for
the rebalance that we have undertaken, and also a lot of desire to
have even greater U.S. leadership and engagement with the coun-
tries that are there.

In the past 70 years it has obviously been a time of tremendous
change and opportunity for the Asia-Pacific region. As nations
there rise and become more prosperous it has created a lot of op-
portunity. At the same time, the dynamism in the region has also
created a much more complex security environment in which we
are now operating.
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In particular, China’s very rapid military modernization, its
opaque defense budget, the—its actions in space and cyberspace,
and its behavior in places like the East and South China Seas raise
a number of serious questions for us. Though China’s expanding in-
terests are a natural part of its rise, it does continue to pursue ac-
tivities and to make investments that lead many countries in the
region, including the United States, to have some serious questions
about its long-term intentions.

China’s behavior in the maritime domain, I think, in particular,
has created significant friction for its neighbors. The government’s
efforts to incrementally advance its claims in the East and South
China Sea, and its extensive land reclamation activities, particu-
larly the prospect of further militarizing those outposts, are very
concerning to us. We have urged China to show restraint and to
refrain from further activities that undermine regional trust.

We also have continued to urge China to clarify the meaning of
its ambiguous “nine-dash line” claim as a starting point as a way
to start reducing tensions and provide greater transparency to
countries in the region.

While the United States and China are not allies, we also don’t
have to be adversaries. I think both of us, both the United States
and China recognize that a constructive U.S.-China relationship is
essential for global peace and prosperity. We are therefore not only
talking to China about actions they undertake that concern us, but
we are also talking to them and undertaking activities to build
transparency and to improve understanding, particularly through
our military-to-military engagement with the PLA [People’s Libera-
tion Army].

We also face a number of other challenges, obviously, in the re-
gion. Particularly I think of greatest concern to us in DOD [Depart-
ment of Defense] is North Korea’s dangerous pursuit of ballistic
missiles and its weapons of mass destruction program. North
Korea, as you all know, has repeatedly demonstrated its willing-
ness to use provocations as a means to achieve its ends. And just
in the last year, we saw a very significant cyber attack on Sony
Pictures Entertainment.

There are also other challenges in the region that are magnified
by a growing range of nontraditional threats, such as the increased
flow of foreign fighters both to and from Asia, the trafficking of ille-
gal goods and people, and devastating natural disasters such as the
cyclone we saw last month in Vanuatu.

So in response to these shifting dynamics, DOD has consistently
worked to implement President Obama’s whole-of-government
strategy towards rebalancing in the Asia-Pacific. One of the most
important pieces of the administration’s work in the area of the re-
balance is to finalize the Trans-Pacific Partnership [TPP]. Our mili-
tary strength ultimately rests on the foundation of our vibrant and
growing economy, so we believe strongly that TPP is not just part
of our economic agenda, but is also a very important part of our
national security agenda. And I would urge Congress to pass Trade
Promotion Authority and allow negotiators to conclude this very
important agreement.

In DOD, we are really focused in terms of the rebalance on a cou-
ple of key lines of effort. First is strengthening our security rela-
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tionships with allies and partners in the region. In Japan, for ex-
ample, we are very close to completing a historic update of the de-
fense guidelines, which really wouldn’t have been possible a decade
ago. We are also working with the Republic of Korea to develop a
comprehensive set of alliance capabilities to counter the North Ko-
rean threat. And in Australia and the Philippines, last year we
signed important, groundbreaking posture agreements that will
give us enhanced access for our forces and also allow us a lot of
new, combined training opportunities for our partners in Australia
and the Philippines.

Our strong friendships in the region also go beyond traditional
alliances to some of our new relationships, particularly in South
and Southeast Asia. In addition to our very strong partnership
with Singapore, where I just visited a couple weeks ago, we also
are strengthening our relationships with countries like Indonesia,
Malaysia, and Vietnam. And finally, we are investing, of course, in
our partnership with ASEAN [Association of Southeast Asian Na-
tions], which is really leading the way in terms of trying to build
a more robust security architecture in the region.

And lastly, in terms of relationships, the U.S.-India relationship
is a very important and very exciting partnership. As you all know,
just this January, President Obama and Prime Minister Modi
signed a Joint Vision Statement. We also completed the first up-
date in 10 years to our Defense Framework with India, and we con-
cluded four “pathfinder” projects for technology development with
India under the Defense Trade and Technology Initiative.

In tandem with our efforts to modernize relationships in the Pa-
cific, the Department is also updating our forward presence. And
this isn’t just about putting more assets into the region. It is also
about using those assets in new ways. For example, we have devel-
oped a more distributed model for our Marine Corps that is reduc-
ing our concentrated presence in Okinawa through relocating ma-
rines to Australia, Guam, Hawaii, and mainland Japan.

The Navy is also working more on its rotational presence concept
to include being on track to have our goal of having four Littoral
Combat Ships [LCS] rotating through Singapore by 2017. We have
had two of our LCS ships go to Singapore already. And the Army
will be initiating its first rotational deployment of a brigade combat
team to the Korean Peninsula later this spring.

Finally, and I think going very much to the issue of the tech-
nology concerns that the committee is interested in, we are also
bringing our best capabilities to the Asia-Pacific region. We are
making significant investments to sustain our American techno-
logical edge into the future in the air, land, sea, and undersea do-
mains. We are investing in precision munitions that will increase
our ability to strike adversaries from greater standoff distances and
we are working on new capabilities to allow us to continue to oper-
ate freely in space and cyberspace.

All of these efforts demonstrate the seriousness of our Depart-
ment’s commitment to protecting U.S. military primacy in the Asia-
Pacific theater. And our focus on technology is really the impetus
for our Defense Innovation Initiative, which is a long-term, com-
prehensive effort to make sure that we enhance our military com-
petitive edge even as we face budget constraints.
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The Department’s rebalance efforts, as well those of our inter-
agency colleagues, are part of a long-term project that reflect, I
think, the enduring interest the United States has in the Asia-
Pacific region. We look forward to continuing to work with Con-
gress on the rebalance. And I look forward to questions. Thank you.

[The prepared statement of Secretary Wormuth can be found in
the Appendix on page 42.]

The CHAIRMAN. Thank you.

Admiral.

STATEMENT OF ADM SAMUEL J. LOCKLEAR, USN,
COMMANDER, U.S. PACIFIC COMMAND

Admiral LOCKLEAR. Mr. Chairman, Congresswoman Sanchez,
and distinguished members of the committee, thank you for the op-
portunity to appear before you today with Secretary Wormuth and
General Scaparrotti, who I work very closely with both of them. Be-
fore we begin I would like to ask that my written testimony be sub-
mitted for the record.

For more than 3 years I have had the honor and the privilege
of leading the exceptional men and women, military and civilian,
of the United States Pacific Command [USPACOM]. These volun-
teers are skilled professionals dedicated to defense of our Nation.
They are serving as superb ambassadors to represent the values
and strengths that make our Nation what it is: great. I want to go
on record to formally thank our service members, civilians, and
their families for their sacrifices.

USPACOM continues to strengthen alliances and partnerships,
maintain an assured presence in the region, and demonstrate U.S.
intent and resolve to safeguard our U.S. national interest. When I
spoke to you last year I highlighted my concern for several issues
that could challenge the security environment across the Indo-Asia-
Pacific. Those challenges included responding to humanitarian as-
sistance and disaster relief events; dealing with an increasingly
dangerous and unpredictable North Korea, a challenge that Gen-
eral Scaparrotti and I remain aligned in addressing; a continued
escalation of complex territorial disputes; increasing regional
transnational threats; and the complexity associated with China’s
continuous rise.

In the past years these challenges have not eased. They will not
go away soon. But the Asia rebalance strategy is and has taken
hold. It is achieving its intended goals.

However, the greatest challenge remains the continued physical
uncertainty resulting from sequestration. If the Budget Control Act
remains in force, the greatest challenge in the Indo-Asia-Pacific
will be dealing with the consequences to the security of our na-
tional interest as we respond to a rapidly changing world. I echo
the Secretary of Defense, the Chairman of the Joint Chiefs, and the
service chiefs’ testimony before Congress. Our Nation is being
forced into a resource-driven national security strategy instead of
one properly resourced and driven by our enduring national inter-
est.

In the Indo-Asia-Pacific we are accepting more risk, not less. Se-
questration will force harmful reductions in force size, structure,
and readiness that will reduce my ability to manage crisis space



7

and provide options to the President and the Congress, and dimin-
ishes United States prestige and credibility in the region and
around the globe.

In the last year, at great expense to the readiness of the surge
forces’ position in the continental United States, USPACOM has
maintained its forward forces, focused on protecting the homeland,
deterring aggressors, such as North Korea, strengthening alliances
and partnerships, and developing the concepts and capabilities re-
quired for us to remain dominant in a world that is growing in
complexity with threats that continually increase against a seem-
ingly unending stream of constraints.

Without adequate resources, we will be forced to make difficult
choices today that will have strategic consequences to our future.

I would like to thank the committee for your continued interest
and support. I look forward to your questions.

[The prepared statement of Admiral Locklear can be found in the
Appendix on page 49.]

The CHAIRMAN. Thank you, sir.

General.

STATEMENT OF GEN CURTIS M. SCAPARROTTI, USA, COM-
MANDER, UNITED NATIONS COMMAND, COMBINED FORCES
COMMAND, AND U.S. FORCES KOREA

General SCAPARROTTI. Mr. Chairman, Congresswoman Sanchez,
and distinguished members of the committee, I am honored to tes-
tify today as the Commander of the United Nations Command,
Combined Forces Command, and United States Forces Korea, and
also alongside Admiral Locklear and Under Secretary Wormuth.
On behalf of the service members, civilians, contractors, and their
families who serve our great Nation in the Republic of Korea, one
of our most important allies, thank you for your support. I have
prepared some brief opening remarks and I thank you for submit-
ting them to the record.

Last year, I testified that the combined and joint forces of the
United States and the Republic of Korea were capable and ready
to deter, and if necessary, respond to North Korean threats and ac-
tions. Due to our accomplishments in 2014, I report to you that our
strong alliance is more capable of addressing the rapidly evolving
and increasingly asymmetric North Korean threat.

In recent years, North Korea has aggressively developed and uti-
lized asymmetric capabilities, such as cyber warfare, nuclear weap-
ons, and ballistic missiles to advance its interests. To put this in
perspective over time, in 2012, my predecessor noted North Korea’s
advancements in cyber and nuclear capabilities during his opening
statement to this committee. A year later, North Korea conducted
cyber attacks on South Korea’s banks and broadcasting stations.
And in 2014, they boldly projected their cyber capabilities against
Sony Pictures in the United States, in an effort to inflict economic
damage and suppress free speech.

This example represents a trend that is persistent across several
North Korean asymmetric capabilities. My top concern is that we
will have little to no warning of a North Korean asymmetric provo-
cation, which could start a cycle of action and counteraction, lead-
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ing to unintended escalation. This underscores the need for the alli-
ance to maintain a high level of readiness and vigilance.

Last year, the alliance took significant steps in improving its ca-
pabilities and capacities that deter aggression and to reduce its
operational risk. But our work is not done. In 2015, we will main-
tain this momentum by focusing on my top priority, sustaining and
strengthening the alliance, with an emphasis on our combined
readiness. This includes ensuring the rapid flow of ready forces
into Korea in the early phases of hostilities and improving our ISR
[intelligence, surveillance, and reconnaissance] capabilities and
critical munitions.

Based on the national security strategies of both our nations, the
United States will continue to be a steadfast strategic partner to
South Korea, and South Korea is poised to be a long-lasting and
important ally to America. Our enduring military partnership in
South Korea is the preeminent example of bilateral security co-
operation and a visible element of American leadership and our
Nation’s commitment to the Asia-Pacific region.

The men and women serving on freedom’s frontier, defending the
Republic of Korea remain thankful for this committee’s unwavering
support in prioritizing resources that enable us to defend our na-
tional interests in Asia, while advancing universal values and
international order.

I am extremely proud of our service members, civilians, and their
families serving in the Republic of Korea, who never lose sight of
the fact that they are at freedom’s frontier, defending one of our
most important allies and vital American interests.

Thank you, and I look forward to your questions.

[The prepared statement of General Scaparrotti can be found in
the Appendix on page 81.]

The CHAIRMAN. Thank you.

I want to ask, Admiral and General, each of you, about this issue
of technological superiority. I mentioned Under Secretary Kendall
has testified that our technological superiority that we have en-
joyed for years is eroding, and we have had many other witnesses
support that. There are a variety of factors that have played into
it, what we have done to ourselves with budget cuts, a procurement
process that cannot keep up with changes in technology, the fact
that some of our competitors have stolen incredible amounts of in-
formation from us and benefitted from it. I mean, all of these
things, and probably others, contribute to it.

But, each of you are responsible for dealing with the world today
as we find it and being prepared with plans and contingencies and
using the forces that we have today. So I would be interested, as
a combatant commander, as a commander responsible for a key
area of the world, are you concerned about these trends in tech-
nology and our ability to keep up? Are there some areas that con-
cern you more than others given your area of responsibility? And
are there suggestions you have about how we, the United States,
could and should adjust to meet these changes? Kind of a broad
picture of what it is like from your end, as warfighting com-
manders.

Admiral.

Admiral LOCKLEAR. Well, thank you, sir.
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Over my career, my observation is that when we were dealing
with the Soviet Union in the Cold War, that we had a concerted
effort as a military to have that technological edge that really pro-
vided a great, a tremendous amount of benefit and allowed us to
prevail, I think, during that time.

As we entered the last part of this past century and we started
efforts in the Middle East, we predominantly were dealing with
wars and events that—where we had such a large technological su-
periority, that it didn’t—we had air dominance, we had undersea
dominance, we had dominance in every area. And that was good,
I think, and we used that dominance.

But during that time I think that our priorities for watching
what the rest of the world was doing as countries came along that
had the ability and the desire to want to improve their militaries
and improve their technological capabilities, that we kind of took
a little bit of a break and didn’t make the types of investments that
we needed to make. So during that time our relative superiority,
I think, has declined, and continues to decline.

Some of the reasons for that I think are because countries have
more money to spend. There is a greater proliferation of tech-
nology. Some of it has been stolen through intellectual property.
Some of it has been sold around the world in different venues that
you are all aware of.

The other thing that makes it challenging for us is our general
vulnerability. I mean, when it comes to the Asia-Pacific, we are a
Pacific nation, but we are also an island nation. So we rely very
heavily on power projection, which means we have to be able to get
forces forward, to sustain them forward, and we rely heavily on
systems that several decades ago weren’t even known about or
thought about too much, and that really exists now in the cyber
world and the space world, which unveils, if we are not careful, will
unveil vulnerabilities that we have to pace with technological ad-
vancements.

To the degree of how we address these, what is important for me
is making sure that the forces we have, number one, can—are dom-
inant. You never want to go into any crisis or even in deterrence
to try to manage a situation where the force is not dominant. It
needs to be technologically superior across multiple domains. So if
you start at the top and you go from space, to cyber, to air, to inte-
grated air and missile defense, to sea, maritime, to subsurface mar-
itime, there is technological challenges as all of the militaries in
the world get better in these domains, that we must continue to
pace for us to be able to be relevant in the domains that allow us
to project U.S. power in defense of U.S. interests.

Now, in the buildup to this Presidential budget submission, I
made it clear through a series of processes in the Pentagon, the
types of key areas where we need to maintain our focus on techno-
logical advancement, and I think most of those were adequately—
accurately—represented in Secretary Kendall’s testimony. And I
think that if the President’s budget is supported in those areas,
that it will continue to get at the types of technological advances
that are critical for us to stay forward and to protect U.S. interests
in the Asia-Pacific.



10

General SCAPARROTTI. Mr. Chairman, I would echo what Admiral
Locklear had to say, particularly on the peninsula. You discussed
earlier the asymmetric capabilities that are being developed by
North Korea. Really, as they develop those asymmetric capabilities,
they are specifically orienting on what they consider to be some of
our vulnerabilities, and through their development they are trying
to close our dominance, basically. And so we have to continue to
develop our capabilities, to change our posture, our concepts, our
employment in order to ensure that we maintain dominance.

The last thing I would say in a peninsula is because we are oper-
ating on a peninsula, it is a relatively small theater. Air and naval
dominance is very important to the agility that I have on the pe-
ninsula itself if we have a crisis. So all of those things are things
that I think about quite often.

And finally, the specific asymmetric capabilities that I think
about the most is the ballistic missile capability North Korea pos-
sesses and our continued ability to be able to counter that.

And then finally, on ISR. Many of our adversaries are becoming
more proficient in determining how to work inside of our capabili-
ties, our intelligence, surveillance, and reconnaissance capabilities,
and also how to use deception and other means in order to limit
that advantage that we have today.

The CHAIRMAN. It seems to me in no area of the world is it more
true that a loss of technological superiority means increased risk
to American lives than on the Korean Peninsula. So I think that
is another way to keep in mind.

Ms. Sanchez.

Ms. SANCHEZ. Thank you, Mr. Chairman.

And thank you again for your testimonies.

I represent the largest Vietnamese population outside of Vietnam
in the world sitting right there in Orange County, California. As
I said, we have always had our view to what is going out in the
Asian countries and the Pacific region. And last year, Vietnam and
the United States agreed to ease its lethal weapons embargo on
Vietnam in order to improve the maritime security and to address
the ongoing conflicts in regards to the islands in the East Sea.

You know, but on the other hand, I have worked enough on the
Vietnamese issues to understand that Vietnam still is lacking so
much with respect to its human rights issues. In particular, in
2000, when I went with President Clinton for the bilateral trade
agreement, and then later when we took the, took Vietnam off of
the Countries of Particular Concern list with respect to religious in-
fractions, in order for them to be able to go into the World Trade
Organization. So we continue to see that things don’t get better
with respect to the human rights issues, or marginally at times,
and then worse.

So can you address for me the roadmap for weapon sales to Viet-
nam and what types of lethal weapons your—would be precluded
if Vietnam continues on its road of not changing its human rights
record. Even with respect, for example, for Human Rights Watch
and our own State Department. They are consistently marked very,
very low with respect to human rights.
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So what do you see, or what can we expect from this administra-
tion and this Pentagon with respect to weapons sales to Vietnam?
And are we going to tie any conditions to lifting that embargo?

Secretary WORMUTH. Congresswoman Sanchez, thank you very
much for that question.

We are still in the process now of working with the Department

of State, our colleagues there, to work through how best to leverage
the partial lifting of the lethal weapons ban. But certainly a part
of those consultations is looking at the human rights picture in
Vietnam. And we are very much, even as we in the Department of
Defense are very interested in deepening our relationship with
Vietnam, we also are committed to pushing for greater progress on
the human rights front. So that is something that we are very
much taking into account as we look at how best to work with Viet-
nam.
I think it is fair to say that, broadly speaking, the kinds of capa-
bilities that we think that would be most useful for Vietnam in
terms of its security needs are those that are—that would be help-
ful to them in terms of maritime security, in terms of maritime do-
main awareness, in terms of helping them strengthen their ability
to provide humanitarian assistance and disaster relief.

So those are the kinds of areas that we are focused on with them
and looking at what kinds of arms might be relevant to that. But
we are still in the process of figuring out how best to approach spe-
cific items they might be interested in.

Ms. SANCHEZ. And, Madam Secretary, we have also seen, obvi-
ously, a pretty aggressive stance by China with respect to terri-
torial rights or claimed territorial rights in the East Sea. What
types of help could we give to Vietnam to ensure its sovereignty
over the islands that it believes are part of their integral country?

Secretary WORMUTH. Well, I think, first, as you know, we don’t
take a position on the territorial claims, but we are very much com-
mitted to wanting to see countries in the region work through di-
plomacy to try to resolve those territorial disputes. So we are fo-
cused on encouraging all of the countries to seek peaceful means
for resolution and to use diplomacy and use available mechanisms.

At the same time, I think helping countries in the region like
Vietnam, but other countries as well, strengthen, again, their own
maritime security capabilities and their own maritime domain
awareness capabilities is helpful to them in terms of them being
able to, again, maintain some visibility over their territorial wa-
ters, for example. And I don’t know whether Admiral Locklear
would want to add on that.

Ms. SANCHEZ. And might you also explain to me the timeline or
how we could work together to ensure that this partial release of
the weapons ban is not detrimental with respect, in particular, to
our, I believe what should be, and it is for me at least, a require-
ment that we see better human rights from Vietnam? What is the
process in which you are going through to take a look and figure
out how we will help militarily?

Secretary WORMUTH. First and foremost, we are working with
the State Department, again, I think, to try to make sure that we
have agreement on what are the basic policy parameters for how
we would approach how best to leverage the partial lifting of the
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ban. We are then in consultations with Vietnam about what their
needs are.

So the State Department really has the lead on the—on talking
with them about human rights and the importance of making
progress in that area. We reinforce that message. But we have a
process internal to our government to sort of lay out our basic pa-
rameters, and then we have an ongoing dialogue with Vietnam
about what their needs are.

And that is a very active dialogue. My Assistant Secretary for
Asia-Pacific Affairs is actually a former ambassador to Vietnam, so
we have a very active conversation with them.

Ms. SANCHEZ. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

Mr. Jones.

Mr. JONES. Mr. Chairman, thank you very much.

And, I want to—Madam Secretary, I took down some notes, what
you had said in your prepared remarks, and also what you said
today: We urge the Chinese, actions that concern us, we bring this
to the Chinese’s attention. I am one of the individuals in the Con-
gress that for years have been speaking out publicly back in my
district, the Third District of North Carolina, about the growing
debt of our Nation because I believe sincerely that that is the big-
gest threat to our national security, is the growing debt.

Admiral, that is why we passed the bill—I did not vote for it, to
be honest about it—the sequestration.

And then I see we continue to play a shell game with the budget
and with the American people’s money and find ways to continue
to pump up the needs for our military.

I believe in honesty in budgeting. I don’t believe in dishonesty,
but, anyway, in budgeting. But I am for honesty in budgeting.

This is my question to you. I have long thought, maybe it is be-
cause I was raised in eastern North Carolina, that if you owe some-
one money and you can’t pay them back, they just don’t have the
same respect for you. And I look at the fact that President Bush
raised the debt ceiling 7 out of 8 years that he was the President.
Mr. Obama has raised the debt ceiling 7 out of 6 years that he has
been the President. And you know, when we raise the debt ceiling
what we are saying to the world is we can’t pay our bills; that we
have to sell our financial instruments and somehow finance our
debt. Okay.

The Chinese buy a lot of our debt. So I really would like to know,
when our representatives of our government, whether it be military
or non-military, are sitting there facing the Chinese, if it is a re-
spect, because we continue to have to borrow money from the Chi-
nese to pay our bills. And they see all of the news articles of how
we are spending billions and billions in Afghanistan, that much of
it, according to John Sopko, is wasted. And yet, we are taking the
billions and billions that we are spending overseas that is wasted,
taken away from rebuild—from building our military, which needs
to be rebuilt.

And I get to a point that I just don’t understand an administra-
tion—and I would say this if it was a Republican administration—
how in the world can we continue to play this game of spending,
spending, spending, and borrow, borrow, borrow, and then we think
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we have got equal placement to talk to the Chinese about we are
concerned about this and we urge you to do that. Do they really
listen to us?

Secretary WORMUTH. Congressman, I certainly agree that, as I
said in my opening remarks, the foundation of our vitality as a
country is a strong economy, and that underpins our ability to have
a strong military. And, again, I think that is one of the reasons
why we in the Defense Department have been expressing our sup-
port for important agreements like the Trans-Pacific Partnership,
for example.

I think China, again, you know we have a very independent glob-
al—interdependent global economy at this point, and we are very
important customers for China, as are many other countries
around the world. So I think having a robust and growing economy
in the United States is important and the Chinese see the value
of that for them. We have—and I also think they recognize very
much that even as they modernize their military, the United States
military remains the premier military force in the world.

And then, in addition to our very strong technological track
record, we also have an operational track record that is unmatched.
I mean, our military’s combat experience is unmatched by almost
any country in the world, and it has been honed over the last more
than 10 years. And I think China very much respects that as we,
as we talk to them about our concerns.

Mr. JoNES. Well, I also found it very interesting that you men-
tioned Trade Promotion Authority in your comments. There are
many of us who believe sincerely that any President, Democrat or
Republican, if you give them Trade Promotion Authority, then you
are damaging our constitutional ability to maintain fairness in
trade, so.

But thank you for your testimony.

I yield back.

The CHAIRMAN. Mr. Langevin.

Mr. LANGEVIN. Thank you, Mr. Chairman.

I want to thank our witnesses for your testimony today. In par-
ticular, Admiral Locklear, I want to thank you for your leadership
at PACOM [Pacific Command] for the last 3 years. I thank you for
your service and I wish you all the best of luck in your future en-
deavors.

If I could start with you, Admiral. You mentioned China’s aggres-
sive shipbuilding program in addition to their significant advances
in electronic warfare capabilities, Admiral. How do our forces in
PACOM compare in those aspects? And where do you believe im-
provements need to be made, besides continued and sustained in-
vestment in the U.S. nuclear submarine force, as you mentioned?

I am particularly concerned and interested. I think that the Chi-
nese at this point are—have confidence that they could potentially
turn the lights off on our use of cyber capabilities on our fleet and
our ability to respond, both figuratively and literally.

So I want to know where you—what your views are and how we
stand.

Admiral LOCKLEAR. Well, thank you, sir. It is my assessment
that we remain the most dominant military power in the world
from all aspects. And I think that there is hardly a country—there
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is not a country in the world that would disagree with that today,
even though I think they would recognize that the relative parity
of our relative gap between how good we are versus how some of
the other forces may be developing is shrinking.

In the case of the maritime forces that you have talked about
with the PRC [People’s Republic of China], they are on an aggres-
sive strategy, an aggressive shipbuilding campaign. They seem to
have limited restrictions on how fast they can produce systems,
how fast they can produce ships, submarines. And they are pro-
ducing what I would consider to be pretty good ships and sub-
marines.

But I still believe that we remain and we have the best ships.
We have clearly the best ships, the best submarines, the best air-
craft carriers, and the best people running them in the world. So
I am generally pretty good in that case.

But when it comes to dealing day to day in the Asia-Pacific, what
I require, first of all, we have a forward-deployed force that oper-
ates with our host nations—Japan, Korea—operates extensively in
that region. And that force needs to be ready, because it is not only
ready for day to day to maintaining the deterrent oversight secu-
rity of the region, but it is also critical to ensure that we are pre-
pared for a quick reaction if we have to do something in North
Korea.

So those forces need to be ready. They need to be the best that
we have. They need to be of the highest technical capability that
we have. And to the degree that we can get host—continue to get
good host nation support, which I think we have today, we need to
pursue that.

Mr. LANGEVIN. But I want to speak specifically to electronic war-
fare capabilities if you could, Admiral.

Admiral LOCKLEAR. Yeah. In the electronic warfare arena, I
think that we are, because we have operated in environments, as
I have said in earlier statements, around the globe that—where we
have limited denied area through electronic means, I think our
electronic warfare capability has diminished, has not kept pace
with where we need to be in the future. And we are taking some
steps to take a harder look at how we get at electronic warfare.

Of course, as you talk about electronic warfare then it starts to
get into the whole cyber issues, which are now being—we are work-
ing hard to try to determine how we best defend our cyber assets,
how we organize ourselves to do that, how we train a workforce to
be able to do that. And that is all part of the President’s budget
that has come forward that gets at those particular issues.

Mr. LANGEVIN. Good. Well, I share your concern there, Admiral.

With regards to North Korea, both you and General Scaparrotti
mentioned in your testimonies that their cyber actors continue to
conduct cyber actions against South Korean military and civilian
networks. How confident are you that this isn’t happening to our
U.S. Forces Korea infrastructure as well? And additionally, how
are we defending ourselves, as you mentioned in your testimony,
China generating insights into our U.S. security policies, defense
networks, logistics and military capabilities through their cyber
program?

General SCAPARROTTI. Thank you.
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In regards to Korea and the threat from North Korea, I am con-
fident of our ability to defend our military networks. We work very
closely with the Republic of Korea, our partners and allies, to en-
sure that, because we have a combined command and control sys-
tem, that we close any vulnerabilities there. And we have been
working in the past year very hard to develop our cyber capabilities
as a team.

However, you know, that is an ongoing challenge that we have
to stay on top of. North Korea is getting better every day.

Mr. LANGEVIN. Thank you, Mr. Chairman.

The CHAIRMAN. Mr. Forbes.

Mr. FORBES. Mr. Chairman, thank you.

Madam Secretary, General, Admiral, thank you so much for your
service to our country. Thank you for being here today.

We have had a couple of milestones in the last few weeks. One,
the Japanese have now exceeded the number of planes they have
had to scramble against Chinese and Russian planes since the Cold
War, as I understand it. We also had the Office of Naval Intel-
ligence print this report, first time they have done it since 2009,
talking about a compelling concern about Chinese activity in the
disputed waters off the East and South China Sea.

I also concur with your comments about sequestration as it re-
lates to national defense, although I really question anyone on this
committee or the administration that would suggest that we
shouldn’t remove defense sequestration unless we can also give the
EPA [Environmental Protection Agencyl, the IRS [Internal Rev-
enue Service], and the GSA [General Services Administration] all
the money they want or unless we can quench the thirst of every
other agency that drinks from every Federal trough. To hold de-
fense sequestration hostage against that would be unconscionable.

My concern today as we talked about it, Admiral Locklear, in
this committee, we talked about the high-end technological superi-
ority. But I am also concerned about what we are seeing happen
at the lower end. You mentioned, I think correctly, China launched
more naval ships than any other country in 2013 and 2014, and
they expect the same for 2014 and 2015. But I am also concerned
about what they are doing with their Coast Guard. They now have
95 large cutters, 110 small cutters. That is a total of 205. That is
68 ships less than the entire U.S. Navy, and they have more ships
in their Coast Guard than Japan, Vietnam, Indonesia, Malaysia,
and Singapore have combined.

We don’t always rate those as naval ships, but you have seen
this picture, I am sure. This picture is of a Chinese Coast Guard
vessel. They have labeled on here Tugboat number 25. It is painted
white. This is one of their amphibious naval ships. It is number
908. It is painted gray. Other than being painted gray and the
number on there, there is virtually no difference, I don’t think, be-
tween these two ships. And that is something that is really con-
cerning me, because we don’t always measure those.

[The pictures referred to were not available at the time of print-
ing.]

Mr. FORBES. So my question for you today is not the high-end
technological superiority, but when we are seeing Iranians in
Yemen, we are seeing Russians in the Ukraine, we are seeing Chi-
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nese on the Senkakus and the artificial islands they are building
up, what strategies, concepts, forces, and capabilities do you think
we need to counter this kind of gray-zone aggression we are seeing
in Asia?

Admiral LOCKLEAR. Well, thank you, sir. Your—the two pictures
you showed I think were accurate, the way I understand it. The
Chinese are engaging in a comprehensive military modernization
program that wants to transform not only the PLA into a high-end
kind of network-centric military capable of large-scale operations—
we have talked about that—but they are also working on the lower
end to ensure that they have a maritime security force, which we
would equate to a Coast Guard or a fisheries patrol, that by num-
bers, you add up all their numbers and everybody else’s in Asia,
in that category they exceed everybody else’s put together.

And T think that they went down that path after they saw what
was happening in the Senkakus. They took some of the gray hulls,
and we observed them, shipped those over to be what they would
call noncombatants or maritime patrol ships by maybe just chang-
ing the color of them.

They show no slowdown in the pace of their military moderniza-
tion, particularly in their Navy, even though their economy has
dropped a little bit. They are still on about a 10 percent increase
in 2014; 2015, it will be a little bit more. That is the fifth straight
year we have seen them do double-digit increases.

Of course, their military is, on the high end prepares for issues
around Taiwan and what they would call their near seas. Their
maritime security are put in a position to be able to gain influence,
particularly in the South China Sea and in the East China Sea, to
further their, what they consider their national interests there.

Now, they are doing this in combination with what we have seen
to be a fairly massive land reclamation in the Spratly Islands and
upgrades to facilities in the Paracel Islands, which are the two r